
Scan & Vote

Try it. 
Cast your Vote.

Voter

Generates a security key
locally
blinds a token and requests
a credential
Encrypts the ballot locally
Submits encrypted ballot +
credential

Registrar

issues one anonymous
credential per eligible voter
blind-signs the token,
without ever seeing the
unblinded credential

Gnosis Chain
public bulletin board for
election
stores ballots and election
data immutably
accepts the encrypted vote
prevents double voting
publishes election result
and decryption key after
voting ends

Authorization 
Provider

establishes voter eligibility
verifies voter identity
currently openPetition ⟶
uses eID or postal PIN
verification

A security key is created on your own
device — only you know it. It ensures your
vote can't be linked back to you.

Confirm your identity (currently eID or
Post-PIN verification at openPetition) and
obtain participation eligibility.

Your cryptographic, single-use election
permit proves eligibility and grants access
to the polling station.

Upload election permit, fill in the digital
ballot paper, submit and verify that your
vote was counted.

Alice, 67, pensioner

uses her computer and smartphone for everyday
tasks
doesn’t care how the technology works
wants to vote securely and anonymously
wants to be able to cast her vote, wherever she is,
even if she’s in Mallorca this autumn

What
Alice
Does

What Alice
Doesn’t
Need

Verifies her identity
Generates and saves her
security key
Uses her personal election
permit
Fills in and submits her
digital ballot

Install a wallet
Buy or hold
cryptocurrency
Pay transaction fees
Understand blockchain
or smart contracts

How do we separate identity from vote?

Mechanism Blind Signatures

Effect No single component can link a person to
their cast vote

identity 
verification
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Used by 13k people in a nationwide referendum in 2025

High usability, low costs, web-based

Publicly verifiable online voting protocol

Gnosis Chain as immutable bulletin board

Open source, independently verifiable

Anonymity via blind signatures

Public
after election key
publication, anyone can
verify entitlements and
results
anyone can re-tally

public
verification
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encrypted ballot +
credential (transaction
fees sponsored)
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eligibility
confirmation
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credential
request + 
eligibility
proof
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anonymous
credential
(election
permit)
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opn.vote

How do we keep votes secret until the end?

Mechanism Encrypted ballots

Effect Votes are hidden during voting, decryptable
by anyone once election key is released

How do we prevent coercion & credential selling?

Mechanism Recasting

Effect A coerced vote can be overridden later,
lowering the value of bought credentials

How do we make results auditable?

Mechanism Gnosis Chain as Bulletin Board

Effect Anyone can verify completeness and
independently re-tally

How do we remove crypto barriers?

Mechanism Account Abstraction, Transaction Sponsorship 

Effect No wallet, no cryptocurrency, no transaction
fees for voters

Status Quo - what's planned?

Today single election coordinator & single security 
key remain trusted, on-chain proof of
entitlement

Planned multi-key scheme & a distributed register

E-Vote-ID 2026, Eleventh International Joint Conference on Electronic Voting , 6 – 9 October 2026 Tallinn, Estonia

A blockchain-based e-voting system for secret, verifiable and decentralized online voting in practice

Easy to use – cutting-edge technology!

Step 2

Step 1

Step 3

Four steps to voting

Alice votes – without a wallet, cryptocurrency or
specialist knowledge

Secret ballot and verifiability – without a central authority of trust

Learn More.
Sources:
www.openpetition.de/opn-vote
Deploying Blockchain-Based Voting: Lessons from a Nationwide Referendum, Felix Maduakor, Jurlind Budurushi and Joerg Mitzlaff
Opn.vote: A Publicly Verifiable Blockchain-Based eVoting System for Democratic Participation
Democratic online referendums with opn.vote, Joerg Mitzlaff, Felix Maduakor

Step 4

Scan the QR code to open opn.vote project page:

www.openpetition.de/opn-vote

https://www.openpetition.de/opn-vote
https://www.openpetition.de/opn-vote
https://www.openpetition.de/opn-vote

